Generic Acceptable Use Policy Template

Please read this acceptable use policy ("policy”, “AUP") carefully before using [website] website
("website”, "service") operated by [name] ("us", 'we", "our").

Services provided by us may only be used for lawful purposes. You agree to comply with all
applicable laws, rules, and regulations in connection with your use of the services. Any material
or conduct that in our judgment violates this policy in any manner may result in suspension or
termination of the services or removal of user’s account with or without notice.

Prohibited use

You may not use the services to publish content or engage in activity that is illegal under
applicable law, that is harmful to others, or that would subject us to liability, including, without
limitation, in connection with any of the following, each of which is prohibited under this AUP:

e Phishing or engaging in identity theft

e Distributing computer viruses, worms, Trojan horses, or other malicious code

e Distributing pornography or adult related content or offering any escort services
e Promoting or facilitating violence or terrorist activities

¢ Infringing the intellectual property or other proprietary rights of others

Safety

Violence: You may not threaten violence against an individual or a group of people. We also
prohibit the glorification of violence. Learn more about our violent threat and glorification of
violence policies.

Terrorism/violent extremism: You may not threaten or promote terrorism or violent extremism.
Learn more.

Child sexual exploitation: We have zero tolerance for child sexual exploitation on Twitter. Learn
more.

Abuse/harassment: You may not engage in the targeted harassment of someone, or incite other
people to do so. This includes wishing or hoping that someone experiences physical harm. Learn
more.
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Hateful conduct: You may not promote violence against, threaten, or harass other people on the
basis of race, ethnicity, national origin, caste, sexual orientation, gender, gender identity,
religious affiliation, age, disability, or serious disease. Learn more.

Suicide or self-harm: You may not promote or encourage suicide or self-harm. Learn more.

Sensitive media, including graphic violence and adult content: You may not post media that is
excessively gory or share violent or adult content within live video or in profile or header images.
Media depicting sexual violence and/or assault is also not permitted. Learn more.

lllegal or certain regulated goods or services: You may not use our service for any unlawful
purpose or in furtherance of illegal activities. This includes selling, buying, or facilitating
transactions in illegal goods or services, as well as certain types of regulated goods or services.
Learn more.

Privacy

Private information: You may not publish or post other people's private information (such as
home phone number and address) without their express authorization and permission. We also
prohibit threatening to expose private information or incentivizing others to do so. Learn more.

Non-consensual nudity: You may not post or share intimate photos or videos of someone that
were produced or distributed without their consent. Learn more.

Authenticity

Platform manipulation and spam: You may not use Twitter's services in a manner intended to
artificially amplify or suppress information or engage in behavior that manipulates or disrupts
people’s experience on Twitter. Learn more.

Civic Integrity: You may not use Twitter’s services for the purpose of manipulating or interfering
in elections or other civic processes. This includes posting or sharing content that may suppress
participation or mislead people about when, where, or how to participate in a civic process.
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Learn more.

Impersonation: You may not impersonate individuals, groups, or organizations in a manner that
is intended to or does mislead, confuse, or deceive others. Learn more.

Synthetic and manipulated media: You may not deceptively share synthetic or manipulated
media that are likely to cause harm. In addition, we may label Tweets containing synthetic and
manipulated media to help people understand their authenticity and to provide additional
context. Learn more.

Copyright and trademark: You may not violate others’ intellectual property rights, including
copyright and trademark. Learn more about our trademark policy and copyright policy.

Enforcement

Your services may be suspended or terminated with or without notice upon any violation of this
policy. Any violations may result in the immediate suspension or termination of your account.

Reporting violations
To report a violation of this policy, please contact us.

We reserve the right to change this policy at any given time, of which you will be promptly
updated. If you want to make sure that you are up to date with the latest changes, we advise
you to frequently visit this page.
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